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Professional Services Firm Suspects Theft of
Intellectual Property

Company Profile

Professional Services Firm

Matter Summary
A national professional
services firm engaged

us to find evidence of a
former employee’s theft of
intellectual property prior
to separating from the
organization.

Services Utilized
. Digital Forensics
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Client Challenge

The client suspected that a former employee had stolen information and accessed confidential data,
including private contact lists and financials, when leaving the client's company. We were instructed to find
evidence supporting that claim, which involved identifying relevant activity that supported the client's claim
in the face of systematic and secure deletion of hard evidence, as well as obtaining a court order to expand
the investigation.

Consilio Response

The team took the former employee’s company cell phone and laptop and imaged and interrogated them.
Nothing was found on the phone as it had been reset, and the laptop had been wiped of relevant files,
therefore there was no hard evidence to support the client’s claims.

However, a thorough investigation of all aspects of the devices did uncover relevant, supporting evidence.
Intellectual property in the form of data files, that included the client’s private contact list and financials,

had been accessed on the morning of the former employee’s last day. The team was also able to identify
intellectual property in the form of data files that were accessed by the former employee within three days
of their last day and then kept in a folder on the suspect’'s computer entitled “Take.” There was also evidence
of secure wiping, that utilities had been installed to destroy data and that mass storage and copying devices
had been connected and registered with the former employee’s computer within their notice period.

Based on the evidence that we provided, the client was able to obtain a court order to seize the former
employee’s home computers and computers from the new business venture the former employee had since
started. These were then analyzed to determine where the client’s information had been used, where it had
been distributed and for what purpose.

Results Achieved

Our team identified and analyzed significant evidence to demonstrate the actions of the individual in
question. We presented our findings to the client in a report that was easily understandable, which the client
then used to negotiate a very favorable compromise agreement with the suspect.
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By the Numbers

Team Members, including
eDiscovery, Cybersecurity,
Data Forensics & Compliance
Risk Assessments Experts

Matters Currently
Hosted Globally

Regions with Consilio
Presence Spanning
11 Countries

Active Review
Professionals

Consilio is the global leader in legal consulting and services.
Our worldwide team of professionals brings their expertise
and a commitment to serve to every engagement,
partnering with our clients to develop creative solutions

for their most pressing challenges.

From our dedicated Solutions Experts and Project
Managers—who hold over 300 Relativity Certifications—
to our quality assurance, technology and security teams,
every eDiscovery and Risk Management professional
across our practice areas are focused on helping you find
what matters when it matterss".

Guiding clients through their toughest challenges

Innovating fo excel beyond the status quo

Countries Worldwide
with Staffed Review
Professionals

Employees

Worldwide
Globally

Ready to Learn More?
Visit consilio.com or email info@consilio.com
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Risk Management

& Compliance

Setting the bar high and surpassing expectations

Global reach, local expertise

Data Centers
Around the World

PM.CS0042.202


http://consilio.com

